We propose a low-complexity near-optimal wavelength allocation technique for quantum key distribution access networks that rely on wavelength division multiple access. Such networks would allow users to send quantum and classical signals simultaneously on the same optical fiber infrastructure. Users can be connected to the access network via optical wireless or wired links. We account for the background noise present in the environment, as well as the Raman noise generated by classical channels, and calculate the secret key generation rate for quantum channels in the finite-key setting. This allows us to examine the feasibility of such systems in realistic scenarios when the secret key exchange needs to be achieved in a limited time scale. Our numerical results show that, by proper choice of system parameters for this noisy system, it is possible to exchange a secret key in tens of seconds. Moreover, our proposed algorithm can enhance the key rate of quantum channels, especially in high noise and/or high loss regimes of operation.
I. INTRODUCTION
Quantum technologies are expected to lead to major advances in different fields of science and technology. This includes applications in sensing, imaging, computing, and secure communications. One of the most important applications of quantum technologies is quantum key distribution (QKD), which promises forward secrecy by relying on the laws of quantum physics. This can serve as an alternative to existing techniques for public-key cryptography, whose security relies on the computational complexity of certain mathematical problems. The widespread deployment of QKD is therefore of crucial importance, which has driven many research works in recent years. The first quantum satellite, for instance, has recently been launched to space, and the first instances of satellite-based quantum communications have been reported [1, 2] . Moreover, quantum networks of different sizes and topologies have already been implemented in several demonstrations [3] [4] [5] [6] [7] [8] . In addition, coexistence of classical data channels with QKD channels has been demonstrated in different setups [9] [10] [11] [12] [13] . This is an enabling step to make future quantum networks cost efficient.
There are several important features that can further enrich the above developments in quantum communications networks. For instance, ease of access to quantum networks is a necessity for widespread use of QKD. This cannot necessarily be achieved by satellite, which requires large telescopes, or fiber-based, which can be inconvenient for ordinary users, connections. A wireless link is needed to connect portable QKD devices to a fiber/satellite-based quantum network. Wireless QKD links are, however, prone to loss and error. A resource efficient design is needed to optimize the users' access to a network that carries both their quantum and classical signals. Initial steps toward this objective have been taken. Experimental demonstration of QKD between a handheld device and an ATM has been achieved in [14, 15] . Furthermore, in [16] , the feasibility of wireless indoor QKD has been studied. In [17] , quantum networks with wireless users connected to an access network has been considered. Optimal wavelength assignment in a hybrid quantum-classical link has also been studied [18, 19] .
In this paper, we combine all the above features in a passive optical network (PON) where users, in addition to transmitting classical data, are enabled to exchange keys with the central office. Quantum and classical channels are multiplexed by means of dense wavelength division multiplexing (DWDM), and each user is allocated two specific wavelengths in the C-band. The users can use wireless links to connect to this DWDM-PON. For such a network, we first develop a lowcomplexity near-optimal technique for assigning wavelengths to quantum and classical channels. We then investigate finitekey effects in such setups [20] . This is important in at least two aspects. First, because the system works in a high-noise regime, the statistical fluctuations due to a limited block size could be severe in our system. Second, the required size of the block determines the duration of time that a wireless user must wait until the key exchange is completed. An excessive amount of delay in this process would reduce its practicality and convenience. It is then important to find out the regimes of operation that our wireless QKD network offers acceptable performance. While a hybrid wireless-fiber link is an attractive candidate for enabling key exchange between portable gadgets and the central office, certain issues are required to be dealt with in the process. One major problem is the background noise due to the lighting sources in the environment. Since QKD sytems rely on the transmission of weak signals, they are inherently vulnerable to such noises. In an indoor environment, however, the wireless user may be in a position to control the lighting conditions of the environment to enable QKD implementation. Another issue arises when the wireless QKD signal is collected and coupled to an optical fiber. This would introduce some coupling loss in the QKD system, which adversely affects QKD operation. To deal with such a loss, either QKD transmitter or the coupling node, or both of them, should exploit beam steering techniques. Such methods enhance the alignment between the two nodes, and substantially reduce coupling losses. In [17] , the feasibility of QKD implementation in hybrid quantum-classical access networks with wireless indoor links has been investigated. In this work, we consider a similar setup and further study the condition and regimes of operation in which wireless indoor QKD is practical.
Apart from the aforementioned challenges, the transmission of QKD signals, which typically contain a few number of photons, alongside intense classical signals on the same optical fiber is not without its own problems. In particular, it is known that classical channels induce additional crosstalk noise on QKD channels. One major source of such a crosstalk noise is Raman scattering. The in-band noise generated by this phenomenon can be reduced, but not entirely eliminated. In particular, by using conventional techniques, e.g. spectral filtering by narrow bandpass filters (NBFs), and/or minimizing the time gate duration of detectors, one can reduce the degrading effect of this noise to some extent [11, 12] . More advanced techniques, such as controlling the launch power of classical channels, or the use OFDM techniques have also been implemented [11] , or proposed [21] . In [18, 22] , it has been shown that another effective method is to assign the available wavelengths of the system to quantum and classical channels in an optimal way. In this paper, a new sub-optimal technique for wavelength assignment is proposed and its effect on the performance of quantum access networks is investigated.
Another important aspect of our study is the examination of finite-key effects in our hybrid system. In a typical QKD session, for example in the BB84 protocol, a certain number of qubits are transmitted. Then, some parameters, e.g. certain error probabilities, are required to be bounded to monitor the key exchange process and perform privacy amplification. The latter restricts the information leakage to a potential eavesdropper. If we send a very large set of qubits, our measured rate parameters would asymptotically be identical to the desired probabilities. In practice, however, we have a limited time to exchange qubits, hence we have to pessimistically bound our parameters of interest based on our measurement results. This is done by introducing a failure probability parameter, ε, which specifies how often our pessimistic bounds are not met. Fortunately, finite-key effects in decoystate BB84 protocol have been rigorously analyzed in several recent work. In [23] , a rigorous approach by means of Chernoff and Hoeffding inequalities is developed. This work has been extended and the bounds have been tightened in [24] . We use the latter approach by further improving the numerical calculations in the analysis.
The rest of the paper is organized as follows. In Sec. II, the system structure is described in detail. In Sec. III, we consider the issue of wavelength assignment and present a lowcomplexity algorithm for this purpose. Section IV, presents the finite-key analysis for the system. In Sec. V, our numerical results are presented, and in Sec. VI we conclude the paper.
II. SYSTEM DESCRIPTION
In this paper, two optical access network setups for the transmission of quantum and classical signals are considered. These setups are shown in Figs. 1 (a) and (b). Both setups enable users to connect to the central office via a PON. In Fig. 1(a) , the QKD encoder is directly connected to the access fiber, whereas in Fig. 1(b) , the user is connected to the PON via wireless indoor links. In the PON structure, DWDM techniques are used to transmit classical data and FIG. 1. A quantum-classical access network in which the QKD users have either (a) directly connected to the fiber network, or (b) via embedded wireless indoor links. Each users is assigned two wavelengths, one for classical communications and one for quantum applications. In (b), the QKD signal is collected at the signaling, using beam steering techniques, and is coupled to the fiber network.
weak quantum signals on the same fiber. We assume that there are P users in the system, where the ith one is connected to the splitting point of the PON via an optical fiber of length L i . The distance between the splitting point and the central office is denoted by L 0 . We denote the set of quantum and classical channels by Q = {λ q1 , λ q2 , ..., λ q P } and C = {λ d1 , λ d2 , ..., λ d P }, respectively. Two wavelengths λ di and λ qi are assigned to the ith user, for i = 1, 2, ..., P , corresponding to data and QKD channels, respectively. We assume that C-band is used for both quantum and classical channels. The available wavelengths in the system are represented by G = {λ 1 , λ 2 , ..., λ D }, where D ≥ 2P . The channel spacing is denoted by ∆. The classical channels are assumed to be bidirectional. Furthermore, we assume that in both setups, the launch power of classical signals at the input of fiber links is given by I.
In the setup shown in Fig. 1(b) , the end users are connected to the PON via wireless indoor links. In order to control the background noise generated by the light sources in the indoor environment, we assume that each user uses a windowless room with a light bulb at the center of ceiling. Although both quantum and classical setups can use wireless links, in this paper, we only consider the operation of the QKD part. We assume that a telescope is located at the ceiling to receive the wireless quantum signal and couple it to an optical fiber. Such a coupling process introduces an additional loss, denoted by η c , to our QKD system. One effective method to deal with this problem is to use beam steering techniques at both the QKD transmitter and the coupling node to provide full alignment between them. In this paper, we assume that the coupling loss is minimized by this method. As for the location of the QKD transmitter, we consider the case where it is at the corner of the room with semi-angle at half power of Φ 1/2 .
For our QKD channels, we assume that each user is equipped with a QKD encoder and the QKD receivers are located at the central office. The QKD receiver corresponding to the ith user is denoted by "Bob i " in Figs. 1 (a) and (b). It is assumed that vacuum+weak decoy-state BB84 protocol with time-bin encoding [25] is used at the QKD setups. We consider efficient BB84 protocol, where the probabilities of Z and X bases, denoted by P Z and P X , can be asymmetric. Throughout this paper, the superscripts "s", "w", and "υ", respectively, represent the signal state, weak decoy state, and vacuum state. The probabilities of choosing these states are, respectively, denoted by q s , q w , and q υ , where
The intensity, i.e., the mean number of photons, of the signal and weak states are, respectively, denoted by µ and ν, where µ > ν. In our work, we consider the finite-key effects, where the qubit pulses are transmitted in a limited time interval. The parameters µ, ν, q s , q w , and P z , each has a range of feasible values. We will optimize our calculated lower bound for the final key over these parameters to obtain the best performance.
The copropagation of classical and weak quantum signals on the same fiber results in new challenges that should be taken care of. The most important problem is that this setting would introduce additional background noise on QKD channels. Two major sources of noise generated by classical signals are Raman scattering and adjacent channel crosstalk [26] . The transmission of a classical signal in the same direction as the QKD signal generates forward Raman scattering, while such transmission in the opposite direction results in backward Raman scattering. In our setup, the uplink and downlink classical signals would introduce forward and backward Raman noise, respectively.
In order to reduce the crosstalk noise generated by the classical channels at the quantum receivers, different methods have been proposed in the literature [11, 12] . In this paper, we assume that narrow bandpass filters are used at the quantum receivers. Such filtering can suppress adjacent channel crosstalk effectively. Because of its wide bandwidth, Raman noise, however, remains a problem. In the next section, we consider optimal wavelength assignment as an effective method to reduce the deteriorating effects of this noise.
III. WAVELENGTH ASSIGNMENT
In the quantum-classical access networks described in Sec. II, the background noise generated by Raman scattering has a deteriorating effect on the performance of QKD channels. This noise partly depends on the wavelength difference between particular quantum and classical channels. Hence, the way we allocate our channels to the available wavelengths may affect the performance of QKD channels. One possible design relies on the allocation of quantum channels to the lowest wavelengths and the classical ones to the largest wavelengths. This setting is based on one of the properties of the Raman spectrum, whose magnitude is generally smaller in the anti-stokes region, as compared to the stokes region [26] . We refer to this method as "conventional method". However, this approach may not be the optimal solution. In this section, we propose a low-complexity algorithm to allocate quantum and classical channels near-optimally, with the goal of minimizing the total sum of Raman noise at the QKD receivers. In [18] , it has been shown that for the decoy-state BB84 protocol, this goal often corresponds to the maximization of total secret key rate of quantum channels. We have verified that our near-optimal technique matches, in most realistic cases, that of an optimal solution that relies on exhaustive search.
In [18] , a matrix-based wavelength assignment method has been proposed. In this algorithm, a D × D matrix, U, with elements given by
is defined. Here, β(λ i , λ j ) is the Raman cross section for a classical channel at λ i and a quantum channel at λ j . Since the two classical and quantum channels have different wavelengths, we have selected U ij = ∞ for i = j. It has been shown in [18] that the problem of minimization of total sum of Raman noise on quantum channels corresponds to finding P rows and P columns of matrix U such that the sum of elements at the intersection of these rows and columns is minimized. The algorithm proposed in [18] considers all cases and chooses the best one. According to the numerical results presented in [18] , it can be concluded that the near-optimal wavelength assignment method has some characteristics that can be used to simplify the above algorithm. The first one is that the resulting pattern is typically comprised of at most three separate quantum bands and three separate classical bands. This can intuitively be justified by the fact that Raman spectrum has three lowvalue regions [18] . In principle, one can consider more than three separate bands for each quantum and classical case (in the limit of P separate bands, each band would be just one channel). However, the presented numerical results in [18] suggest that by considering three bands, we can achieve sufficient accuracy with our optimization problem. Another feature of the near-optimal wavelength pattern is that the null channels are next to each other, such that they make a null band. By considering these specifications, we propose a fast and low-complexity wavelength allocation algorithm.
We assume that three quantum bands, {Q 1 , Q 2 , Q 3 }, and three classical bands, {C 1 , C 2 , C 3 }, are located in the wavelength grid, as shown in Fig. 2 . We also have a null band whose location can be one of the regions A 1 , A 2 , A 3 , A 4 , and A 5 in Fig. 2 . We denote the number of quantum channels in Q i by X i , where 0 ≤ X i ≤ P , and X 1 + X 2 + X 3 = P . Similarly, the number of classical channels in C i is denoted by V i , where 0 ≤ V i ≤ P , and V 1 + V 2 + V 3 = P . In our proposed algorithm, all the possible values for X i 's and V i 's are considered. Also, the five possible regions A 1 , ...A 5 are con- sidered for the null band. In the end, the case that minimizes the total Raman noise on quantum channels is chosen. The proposed algorithm is presented in Algorithm 1. It is worth mentioning that in this algorithm, q i and c i , for i = 1, ..., 5, represent the vector of the indices of the elements of the set of all wavelengths, G, assigned to quantum and classical channels, respectively, assuming that the null band is at region A i . The output of this algorithm determines the set of wavelengths q and c assigned to quantum and classical channels. In principle, at this stage, one can use the Hungarian method [27] to assign wavelengths to quantum and classical channels of each user in an optimal way. It turns out, however, that in our case, where L 0 L 1 , this secondary optimization step would not help much. Here, we neglect the effect of optimal matching, and assume that the wavelength assigned to the ith user, λ qi , is given by λ j , where j = q(i). Similarly, λ di would be λ k , if k = c(i).
The proposed technique substantially reduces the complexity of finding the optimal pattern of wavelengths. The total number of cases considered in this method is given by
while this parameter for the algorithm proposed in [18] is obtained by
As an example, at ∆ = 0.8 nm with 44 available wavelengths and 20 users, we have κ 1 = 266805 whereas κ 2 = 1.761 × 10 12 . This implies that the computational complexity of the proposed algorithm in this work is significantly less than the one presented in [18] .
Algorithm 1 Seven-Band Wavelength Assignment Algorithm
Input: U, P , D Output: Vector of the indices of the elements of G assigned to quantum channels, q Vector of the indices of the elements of G assigned to classical channels, c t = 1000 for X1 = 0 . . . P do for X2 = 0 . . . P − X1 do for V1 = 0 . . . P do
5:
for V2 = 0 . . . P − V1 do
IV. FINITE-KEY ANALYSIS
The security of BB84 protocol relies on quantifying the information leakage to a potential eavesdropper. This task is performed by bounding relevant single-photon parameters, e.g., yield of single photons and their error probability. In practice, these probabilities are estimated by calculating the corresponding rates obtained from the measurement results in a QKD experiment. With the assumption of an infinitely large data size, the estimation error would converge to zero. How-ever, in a real scenario where the data size is finite, the target probabilities and their corresponding rates may not be equal. Hence, in order to reliably generate secret keys in a finite-key setting such statistical fluctuations should rigorously be considered.
In this section, the finite-key effects for the QKD setups in the system described in Sec. II are investigated. Based on the GLLP analysis for the BB84 protocol presented in [28] , the final key size extracted from key bits in basis ζ is lower bounded by
where ζ is either Z or X, and f ≥ 1 represents the error correction inefficiency. Here, h(.) is the Shannon binary entropy function, defined as
, and e psζ 1 , respectively, denote the number of successful detection events, the quantum bit error rate, the number of successful detection events from single-photon components, and the phase error rate of singlephoton components for the signal (s) state. The first two parameters can directly be measured in experiment. However, the single-photon parameters should be bounded carefully. These bounds are then used in the privacy amplification step. In the decoy-state BB84 protocol, a lower bound on M can be obtained by the use of decoy states.
In the vacuum+weak decoy-state protocol, two decoy states are used: weak decoy state, and vacuum decoy state.
This would enable us to obtain a set of observed parameters corresponding to signal and decoy states.
In [24] , the set of observables A = {M sζ , E sζ M sζ , M wζ , E wζ M wζ , M υζ , E υζ M υζ } are used to calculate the required bounds rigorously. In our work, we have used this method to analyze the finite-key effects in the system. In the following, the main steps of this technique are outlined.
First of all, we bound the average of each observable in A by using the Chernoff bound. For any χ ∈ A, its average is represented by E[χ]. We can then find a lower bound on
, and an upper bound on E[χ], denoted by
Here, ε represents the failure probability for this bounding step. In [24] , for an observable χ > 0, the following bounds have been derived:
where δ L and δ U can be obtained by solving the following two equations:
To solve these equations, we use the Lambert W function. We note that
and
If χ = 0, the bounds are simply given by E L [χ] = 0 and E U [χ] = −ln(ε/2). These bounds can, then, be used to calculate a lower bound on M 
where
Here, N ζ = P 2 γ N , where P ζ represents the probability of choosing basis ζ at either transmitter or receiver and N is the total length of key bits transmitted in a QKD round.
In the next step, M ζL 1 is used to obtain a lower bound on M , and e pszU 1 are used in (4) to obtain K x and K z . The final key size extracted from both bases would, then, be given by K = K x + K z . For more details on the finite key analysis of decoy-state BB84 protocol, please refer to [24] .
In the finite-key analysis presented in this section, we have a set of free parameters: µ, ν, q s , q w , and P Z . To obtain the best performance, we optimize the key rate over possible range of these values. This requires us to solve a multivariate optimization problem. To this aim, we consider a set of initial values and find the best choice for each parameter, assuming the other parameters are constant. This process should be continued until the key rate converges to a specific value with a desired accuracy. 
V. NUMERICAL RESULTS
In this section, we evaluate the effects of wavelength assignment and finite-key setting in the systems described in Sec. II. To this end, we consider various numerical examples and examine the performance of the system in the finite-key regime for both conventional and near optimal wavelength assignment methods where the latter was proposed in Sec. III. A DWDM-PON structure with L 0 = 5 km and L k = 500 m, for k = 1, ..., P , is considered. We assume that the wavelengths in the range of 1530 nm to 1564.4 nm are used in the system. As for the channel spacing, we consider the two cases of ∆ = 0.8 nm (100 GHz) and ∆ = 1.6 nm (200 GHz), corresponding to D = 44 and D = 22 channels, respectively. In the conventional wavelength assignment method, the wavelengths λ q1 = 1530 nm to λ q P = 1530 nm + ∆(P − 1) are used for QKD, and λ d1 = 1564.4 nm − ∆(P − 1) to λ d P = 1564.4 nm are used for classical signals. In the case of using the near-optimal wavelength assignment method, the wavelengths assigned to quantum and classical channels are determined by Algorithm 1.
For the indoor wireless system shown in Fig. 1(b) , it is assumed that the QKD transmitter is located at the corner of the room, and full alignment exists between the QKD transmitter and the telescope. The field of view (FOV) of the telescope and the semi-angle at half power of the QKD source are assumed to be 6
• and 1 • , respectively. Nominal values for system parameters relevant to the indoor environment are chosen similar to the ones presented in [17] . Other system parameters and their nominal values are listed in Table I . These parameters have been chosen based on practical considerations.
In order to analyze the finite-key effects in our system, the observable parameters in the set A are required to be quantified. In reality, these parameters are obtained during a single QKD run when N signals are transmitted from Alice to Bob. Here, we assume that the measured values for these parameters are equal to the values that can be obtained analytically in the asymptotic limit scenario, when no eavesdropper is present. To calculate these values, we use the key rate analysis presented in equations (35)-(36) in [24] . Furthermore, our calculations for the Raman noise and bulb noise (for indoor wireless system) are based on the analysis in [17] .
The main figure of merit used in our analysis is the secret Other parameter values are listed in Table I .
FIG. 4.
Average secret key rate in finite-key and asymptotic cases at different values of launch power for the setup of Fig. 1(a) . The number of users is 6, ∆ = 1.6 nm, and N = 10 10 .
key generation rate for QKD users. In our optimization problem, we require that all P QKD users have positive key rates, otherwise our effective number of QKD users would be less than P . That said, given that different users can be exposed to different levels of background noise, their secret key generation rates are not necessarily identical. Two particular rates would be of interest then: the one corresponding to the worstcase scenario, i.e., that of the channel with minimum rate, and the average rate of all users. It turns out that the two measures are not far from each other and that reaffirms similar results reported in [18] . We will then use either of these rates in the forthcoming graphs. As a matter of notation, the average secret key rate of users in the finite-key regime, for Algorithm 1 and the conventional method, are, respectively, denoted by R N opt and R N conv . Moreover, the relative difference between these two rates, as a criteria for the rate enhancement that we obtain by applying Algorithm 1 instead of the conventional method, is represented by Γ N . This parameter is given by
In a similar way, the average secret key rate of users in the asymptotic limit of an infinitely long key, for Algorithm 1 and the conventional method, are, respectively, denoted by R ∞ opt and R ∞ conv , with the relative difference between them being denoted by Γ ∞ . In the following, we study the effect of different system parameters and how our proposed wavelength assignment can improve the performance.
A. Block size and running time
We first look at the running time of the protocol in the wireless setup [20] . For a wireless QKD setup, this time parameter is of practical importance, because it would be inconvenient for the users if they have to wait an unreasonably long time to exchange some secret key bits. The running time primarily depends on the block size, as well as the pulse rate of the system. This implies that for a limited time interval and a fixed pulse rate, we have a limitation on our block size. Here, we neglect the time that it takes for system to set up as well as that of post-processing, which can possibly be done off-line.
To find out the time requirements on the end users, we look at an extreme point, where our quantum access network is working near its full capacity with 20 users. Note that each user in our setup requires two wavelengths, so that the total number of employed wavelengths is 40 out of 44 for 100 GHz channel spacing. The parameters η c and I are assumed to be 16 dB and −30 dBm, respectively. In this scenario, we consider the worst channel, which tolerates the highest crosstalk noise. The secret key rate of this channel, at different values of block size, for both conventional and near-optimal wavelength assignment methods, are shown in Fig. 3(a) . The final key size, i.e., the product of the block size and the key rate, is also depicted in Fig. 3(b) . The first point to notice in Fig. 3(a) is the existence of a minimum block size below which at least one of the users would not be able to exchange a secret key. This block size for the conventional assignment is around N = 1.28 × 10 11 , whereas for our proposed algorithm is given by N = 9.6 × 10 10 . For a pulse rate of 1 GHz, these values, respectively, correspond to 128 s and 96 s. There is obviously an advantage in using the near-optimal algorithm. That said, the minimum required block size in this scenario is orders of magnitude higher than what we typically need in a fiber-based link. The key reason for that is the amount of noise present in the wireless system, which makes the achievable quantum bit error rate (QBER) far from zero. For large FIG. 5 . Average secret key rate in finite-key and asymptotic cases at different values of launch power for the setup of Fig. 1(b) . Here, P = 15, ηc = 14 dB, ∆ = 0.8 nm, and N = 10
11 .
values of QBER, we have little room for loose bounds on the error terms, which requires rather large block sizes to distill a secret key. A minute or two for wireless key exchange could still be acceptable if one compares it with the amount of time one may spend at an ATM machine. One can calculate, from Fig. 3(b) , what block size, or its corresponding running time, is needed to obtain a certain number of secret key bits. The larger the size of the final key more efficient the protocol becomes as we get closer to the asymptotic regime. For the rest of this paper, unless otherwise noted, we assume a block size of N = 10 11 , which corresponds to 100 s at 1 GHz pulse rate. At N = 10 11 , in Fig. 3(b) , our proposed algorithm offers nearly two times longer a key than the conventional technique.
B. Launch power and number of users
In order to study the effectiveness of our wavelength assignment technique, here, we consider two parameters that directly affect the amount of backgrund noise: launch power of data channels, I, and the number of users, P . An increase in P corresponds to an increase in the total Raman noise generated by classical users. Also, since the power of Raman noise is proportional to I, any increase in I would again result in larger amount of Raman noise. We should then in principle use the lowest acceptable launch power that guarantees a target bit error rate for data channels. In our setup, we assume that this minimum acceptable launch power for an error rate of 10 −9 is below −30 dBm. This is, however, not a typical regime of operation for classical optical communications as often the launch power could be as high as 0 dBm. What levels of power, in our access networks of Fig. 1 , would allow for the coexistence of classical and quantum channels is what we discuss next.
Let us first focus on Fig. 1(a) with a rather low number of users P = 6. This is a fully fiber-based access network, FIG. 6 . Secret key rate in finite-key and asymptotic cases at different number of users for the setup of Fig. 1(b) . Here, ηc = 16 dB, I = −30 dBm, ∆ = 0.8 nm, and N = 10 11 .
which can be implemented with today's technologies. Compared to the wireless indoor system of Fig. 1(b) , this setup is required to tolerate much less background noise and loss, since the noise of the lighting sources in the environment and the coupling loss are not present in this system. Given that the number of users is rather low, we may expect that this system can tolerate high values of launch power. As shown in Fig. 4 , it turns out, however, that, at N = 10 10 , the maximum launch power tolerated by QKD channels is around -7 dBm, which is lower than the typical value of 0 dBm. This shows the importance of power control even in seemingly simple scenarios. Our near optimal technique can roughly buy us an extra 0.5 dBm in terms of power margin. Nevertheless, at I = −7.3 dBm, we have a rate enhancement of Γ N = 53% as compared to the conventional assignment.
Note that here we look at the average key rate and we require that all 6 users have positive key rates. The end point on each curve would then correspond to the case where one user is unable to exchange secret keys. The typical cliff-edge decline of the key rate to zero would happen later when the key rate becomes zero for all users (not shown). This somehow also justifies why the extent of improvement from our near-optimal assignment technique is on the order of tens of percents. As shown in [18] , once we impose the condition that all users have positive key rates, we enforce the system to work in its linear regime where error rates are well below the cut-off threshold for QKD systems. Optimal wavelength assignment would then offer a moderate advantage over the conventional method. Figure 5 shows the other extreme when we are using the setup of Fig. 1(b) with a rather high number of users P = 15. As can be seen the maximum amount of launch power is now much lower at around -26 dBm. The gain in the power margin is again low, around 0.3 dBm, for the near-optimal assignment, but, at −26.3 dBm, we achieve a rate enhancement of about Γ N = 37%. Figure 6 shows the average secret key rate in the wireless setup for the number of users ranging from 16 to its maximum 22. In the finite-key scenario, at N = 10 11 , the conventional technique cannot support more than 21 users even though the launch power is as low as -30 dBm. This implies that in certain extreme regimes, the near-optimal technique again buys us a little bit of additional capacity. Moreover, as can be seen in all graphs so far, the rate enhancement in the finite-key regime is higher than the asymptotic case. This, as it was mentioned, is because of the sensitivity of our QBER bounds to the block size. As an example, in Fig. 6 , for P = 20, we have Γ N = 31.48%, while Γ ∞ = 10.28%.
C. Coupling loss
Another important factor in the setup of Fig. 1(b) is the coupling loss for the wireless signal to the fiber. As shown in Fig. 7 , for a moderate number of users P = 12 and at I = −30 dBm, the maximum coupling loss that our system can tolerate is less than 20 dB. This is probably quite tight for the current technology as we have to collect a narrow beam of light and couple it to a single-mode fiber. But, it is not unachievable. We again observe that the near-optimal wavelength assignment can slightly improve the performance of the system, especially in the high loss case. For example, at η c = 18 dB, we obtain Γ N = 27.8% and Γ ∞ = 9.5%.
VI. CONCLUSIONS
In this paper, quantum access networks based on the DWDM-PON structure were considered. In these setups, users were either directly connected to the PON, or could use wireless links in an indoor environment. We examined the possibility of secret key exchange in the finite-key regime in such systems. Various conditions and regimes of operation were considered and the average secret key rate of users was evaluated. Our numerical results showed that it would be feasible to exchange secret keys in a reasonable time of about a few minutes or less. Furthermore, a near-optimal lowcomplexity wavelength assignment algorithm, with the aim of optimizing the secret key rate of QKD channels, was proposed. Our numerical results showed that by applying this method, we could achieve some improvement in the key rate of our QKD channels, especially when our system had to tolerate high noises or losses. It was also concluded that the rate enhancement that we achieved in the finite-key regime was higher than that of the asymptotic limit. While these improvements could sometime be just marginal, they could translate into whether the system was operable or not. From the running time perspective also, the users would appreciate an improvement on the order of 10%-50%, especially if a long key needs to be exchanged.
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